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U.S. Public Interest Research Group (USPIRG) and the Center for Digital Democracy
(CDD) are pleased to submit these responses to the RFI issued by the Department of the
Treasury. Our two organizations have been closely analyzing the online consumer
financial services marketplace for several years.1
Introduction
The emergence of digital platforms that provide new or expanded forms of financial
services, including for lending and credit, is an important development. Consumers and
small businesses now have additional options when seeking loans, where the promise of
cost savings and greater efficiency because of their primarily online platform-based
operations can be an important source of capital for the public.2 USPIRG and CDD
believe, however, that the “technology-enabled credit provisioning” marketplace should
not be uncritically viewed as a panacea, especially for financially underserved and
economically at-risk Americans.3
We strongly advise against granting new entrants any “safe harbors” or other special
treatment from fair lending or credit laws. Any marketplace efficiencies they obtain
should not be at the expense of treating consumers fairly. USPIRG and CDD call on the
Department of the Treasury to work with other agencies to propose or implement rules
that integrate the online lending sector within the financial services regulatory sector.
We also concur with the excellent comments from our colleagues at Americans for
Financial Reform and several of its member organizations. AFR is the leading civil
society coalition comprised of consumer, labor, civil rights, senior, community and other
organizations seeking to protect consumers in the financial marketplace. While our
comments focus on describing the complexity of the digital financial system and making
that point that the new online entrants are not special, we note the following highlights of
our colleagues’ comments.
 Americans for Financial Reform explains concerns about “skin in the game.”
 Center for Responsible Lending emphasizes consumer protection, including the
need for online lenders to comply with state laws.
 National Consumer Law Center emphasizes consumer protection, including
concerns about shoddy underwriting and about the mandatory or default use of
preauthorized electronic payments, in violation of the letter or spirit of the
Electronic Fund Transfer Act.
 The Woodstock Institute also emphasizes a variety of consumer protection and
fair lending issues, including the need for government to protect small businesses
from unfair lending practices.
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The online lending marketplace, including so-called “peer-to-peer” services, is
undergoing a key transformation, raising important policy and consumer-protection
concerns that require regulatory action. The distinctions commonly discussed to contrast
so-called marketplace lending with the legacy financial lending sector are not the correct
framework to address the role that the impact of digital technologies have had on both
credit services companies and consumer or small-business applicants. As a Morgan
Stanley report recently explained, the term “peer-to-peer is a misnomer. Conventional
wisdom underestimates the importance of institutional funding, which is turbocharging
originations and broadening the target market.”4 Traditional financial players are
contributing a significant source of lending capital for the online loan industry as well as
providing analytic solutions for credit assessment and underwriting.5 Online lending is
also still a very small part of the overall consumer and small-business loan marketplace,
with merely a 1.1 percent of total 2014 U.S. consumer unsecured loan originations and
2.1 percent of U.S. small business loans.6 Two online lenders—Lending Club and
Prosper—provide 80 percent of the unsecured consumer loans.7
Nor is there concrete evidence that the Internet-based business model (such as “6 clicks”)
is the key reason why borrowers may prefer to use online lenders.8 Many of the digital
technologies and processes embraced by online lenders, and often seen as exclusive to
that sub-sector of the industry, are being adopted across the financial marketplace.9 The
growth of online lending has, in part, been due to consumer anger and distrust over the
way they were treated by the mainstream financial institutions that led to the recent
economic crisis. As a recent report on peer-to-peer lending explained, “[T]he collapse of
the financial system starting in 2008 shattered public confidence in the traditional
intermediaries of the financial system—the regulated banks.”10 The need for greater
regulatory accountability demanded by the public as a result of the recent financial crisis,
and regulations enacted to protect the public (such as those implemented by the CFPB
and on higher capital requirements for large banks under Dodd-Frank) have enabled nonbank marketplace lenders—who do not have to comply with these safeguards—to find a
profitable niche making loans to consumers who seek to address high credit-card
balances.11
As for claims of being a new source that can support the needs of low-income or
underbanked consumers, we note that the majority of loans are going to consumers who
already have “prime” ratings.12 Rather than a significant source of new funds for those
Americans who seek greater credit opportunities, such as those considered near-prime
and underbanked, online lending has primarily served consumers with high credit card
balances seeking to refinance their loans.13 As Treasury knows, support to offer credit to
“near prime” and “underbanked consumers is growing across the industry overall because
it is now recognized as a very lucrative market that generates much sought-after growth
by many financial services companies.14
Need to Protect Consumer and Small Business Privacy
Among the most challenging issues confronting consumers and other borrowers are new
threats to their privacy and the ability to control how data are collected and used by
online financial services companies. Online lenders and other financial services
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companies use an array of “Big Data”-driven digital applications, including lead
generation, credit modeling, and decision tools to “tap into the explosive growth of
online, social and internal data to make better customer decisions.”15 A wide and growing
range of data sources is being used, including information related to a consumer’s social
media and mobile device use, for example.16 Data sources used for identity verification
and fraud can be combined with far-reaching data profiling and targeting capabilities by
online lenders and others.17 Online marketing and underwriting decision processes can
operate in a non-transparent manner, using so-called “Black Box” structured and
unstructured data sets and algorithmic techniques that require safeguards.18 There is an
unfortunate irony that many of the online lenders tout the role that the Internet plays in
providing advantages for prospective borrowers, but fail to provide details on how they
gather and use data for identifying prospects and for the credit-approval process. Given
the lack of privacy protections online for American consumers, with their data freely
gathered across devices by databrokers and many others, and the increasing expenditure
of the financial services industry to use this information for “actionable” purposes, a key
challenge for the Treasury Department is to propose a national consumer and smallbusiness framework to protect privacy related to the online lending and related credit and
lending sectors.19
Regulators Should Examine Use of Automatic Withdrawal and Other Practices in
Online Lending
We also recommend that regulators look at emerging consumer-protection problems and
issues in the online marketplace, especially those related to automated clearinghouse
transactions and payment processing:







A recent New York Times story on online lending pointed to how peer-to-peer
lenders may take advantage of the benefits to them of automatic electronic
withdrawals and may not clearly and transparently offer consumers the alternate
choice of paying by check.20
According to its website, one firm, Lending Club, charges $15 for each of up-tothree attempts to make an automatic withdrawal while having insufficient funds;
it also charges $7 for each check payment.21
A recent report by the Pew Trusts, “Fraud and Abuse Online: Harmful Practices
in Internet Payday Lending,” documents a variety of actions by small-dollar
online lenders and cited by state regulators, but which may also be prevalent in
larger loans.22
In August, the Consumer Financial Protection Bureau fined a unit of Lending
Club $700,000 “in relief to victims of deceptive credit enrollment tactics. … In
some cases, dental office staff told consumers that the deferred-interest product
was a ‘no-interest’ loan and failed to mention they would have to pay 22.98
percent interest on the loan if they didn’t pay it off in full by the end of the
promotional period.”23

USPIRG and CDD urge the Treasury Department to work with regulators from CFPB,
FTC and other relevant federal agencies to help it identify the appropriate regulatory
framework that empowers consumers and small-business borrowers, ensuring fair
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marketing practices, transparency, and accountability.24 A full public accounting on the
use of “alternative data” sources and how they are analyzed to make credit decisions is
also required. Such alternative data practices have already been criticized by experts for
the potential to negatively impact a fair evaluation of credit.25 Both the industry and the
public need to be assured of regulatory certainty.
USPIRG and CDD offer responses to the following questions posed in Treasury’s
RFI.
1. Concerning online lending marketplace models:
Rather than examine the online lending industry as a distinct sector, it is important to
acknowledge that the entirety of the financial services industry, including credit and
lending, increasingly operates digitally. Consumers are engaging with their banks and
lenders via the Internet, especially using mobile devices.26 Financial services companies,
including online lenders, are investing and relying on “cloud-based” services to manage
operations, acquiring back- and front-end technologies and adjusting their business
models for today’s “always-on” digital customer.27 Advances in propensity and risk
modeling, for example, are being used across the financial services sector.28 Lenders
recognize that they must continuously connect with consumers, including current clients
and potential customers, through the use of sophisticated insight-driven “Data
Management Platforms” that operate across all channels of communication.29 Last year,
Chase acquired “56% of their credit card customers through digital channels.” On the
other hand, so-called online lenders are using “offline” tactics—such as direct mail—as
they consciously compete for customers with “traditional lenders.”30 There are a number
of banking and marketplace lender alliances and partnerships, which also illustrate the
growing relationships within the finance sector.31
While new entrants to online lending have a number of economic advantages over legacy
incumbents, such as the cost efficiencies associated with operating solely as a digital
platform, we suggest that the distinctions are less significant. The cost efficiencies often
claimed as a differentiating attribute of the online lending industry are challenged by the
fixed and ever-growing costs for customer-acquisition-related marketing. 32 As we will
discuss, consumers are identified as prospects and can be serviced online using the same
basic “formulas” that are the foundation of the digital commercial sector.33 Information
on consumers is gathered, increasingly via a consolidating databroker sector, to engage in
cross-device and offline and online targeting.34 Forms of online lead generation are used
to identify potential customers and their interest in a product or service.35 Consumers are
tracked online, to assess them as prospects, relying on similar technologies and with the
involvement of major online marketing platforms.36 Investments must be made for inhouse or cloud-based data-processing services.37
In addition to significant investments for improving in-house digital capabilities, the U.S.
financial services industry overall is increasing spending for digital marketing—and is
now the second-largest category (after retail). eMarketer reports a 14.5 percent increase
for spending for 2015, totaling $7.19 billion, and predicts an annual 11.7 percent growth
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rate until 2019. For example, $3.40 billion alone is being spent on search marketing to
identify customers in-market for loans or credit cards. Nearly the same amount is being
used to run mobile device ads promoting financial products and services. Significantly,
financial services companies are now spending the majority of their online display ads
budgets ($3.02 billion) via consumer-data-profile-driven intelligent targeting, known as
“programmatic.”38 We believe that the data-gathering and analytical practices conducted
by various parts of the overall financial services industry, from legacy banks to online
lenders, will coalesce into a set of market-wide practices. That’s why it’s important for
Treasury to develop a holistic analysis on the operations of the digital-lending landscape.

2. Electronic data sources and online lending:
Online lenders use traditional data sources, such as FICO, as well as many other sources,
including online.39 For example, Morgan Stanley recently noted in its online lending
report that “marketplace lenders are using online data from sources such as Facebook,
Google, and shopping trends on various websites.” Companies providing automated loan
underwriting “engines” enable the integration of social media and other non-traditional
data, including from Yelp and Linked-In.40 Traditional databrokers for the financial
industry, which have literally unlimited sources of both online and offline data on
consumers, now provide decision-making tools for the online lending industry.41 The
availability of continuous, analyzed, and optimized offline and online data about
individuals, including their use of multiple digital devices, is a major factor in customer
acquisition.42 How such data are used and what their relationship to consumer loan
underwriting is are questions that both require greater scrutiny.
As noted by the Data & Society Institute in its primer on peer-to-peer lending,
“little research exists on the fairness and potential perils of the … industry. …
[T]his model for lending … has changed drastically in the last few years as more
intermediaries become involved in the loan funding process. As a result, there are
more unknowns with regards to how peer-to-peer lending operates. … Little is
known, for example, about the demographics of borrowers or individual
lenders.43”
We urge Treasury to work with other financial regulators to request that online lenders
identify all the sources of data used for both marketing and underwriting, the processes
used to analyze them, and how they are applied for specific products and services.
We do not believe that “black-box” data sources and algorithms should have a role in the
consumer financial marketplace—there must be transparency, access to information, and
the ability to correct and other fair practices assured.44 Oversight and regulation are
required to ensure that online lenders are complying with the Fair Credit Reporting Act,
the Equal Credit Opportunity Act, and other important laws designed to prevent
discrimination and foster accountability.45
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3. Online marketplace lending models:
Online lenders offer a range of consumer products, from potentially more affordable
credit and loan terms to those that can incorporate high interest and/or fees.46 Online
lending is expanding into other markets, such as for autos, mortgages, and student loans.
As with traditional banking, we believe that overall business models for differentiated
loan products are broadly similar, relying on a variety of traditional direct mail and
Internet-centric practices such as search engine optimization, lead generation, social
media, content, and affiliate marketing.47
We urge Treasury and other regulators to expressly address lending practices where there
is evidence of “price discrimination,” denying worthy applicants the opportunity to seek
affordable credit terms. We are especially concerned about the college loan market.
Social Finance (SoFi), for example, which is identified as the “#1 provider of student
loan financing” outside of the government, “uses an aggressive social media strategy that
specifically targets students at top schools.” Such an approach is said to provide the
company with “more creditworthy (individuals) than the average student borrower.”48
How SoFi and others may cherry-pick borrowers based on whether they are assessed as
potential high-earning individuals raises questions about fairness and the credit scoring
process used to determine who will receive funding.

4. Is marketplace lending expanding access to credit to historically underserved
market segments:
We believe additional research is required to answer this question. There has been a
movement by the financial sector to take advantage of the revenues that can be generated
serving “emerging” or underbanked consumers.49 Online lending tends to favor
consumers who have access to credit, making it more difficult for those with “thin files”
to be successful in pursuit of loans. 50
As Experian noted, the interest in targeting the underbanked and near-prime consumers is
connected to the financial industry’s “growth objectives in the new credit environment.”
Intense competition to serve the prime market, responses to new laws designed to
empower consumers, and demographic shifts have fostered interest in serving consumers
in the “lower score ranges.”51 There are also some alliances among traditional and online
lending services to provide additional credit opportunities for low-income consumers.52 It
is too early to say whether the underwriting models created by the online lending sector
will expand credit to those who need it most.

5. Describe the customer acquisition process for online marketplace lenders:
While additional lines of credit are being offered to American consumers, the online
financial sector often operates in ways that few consumers know about or can easily
understand. The marketplace brings together three very powerful forces that are relatively
new to the financial services area:
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•

•
•

First is the role of “Big Data” and other information analytic practices to identify
an individual’s interests, background, online and offline behaviors, geo-location,
social network connections, etc., which can be used to “score” and assess a
person’s suitability for various financial products.
Second is the rapid adoption of digital devices, especially “smart” phones, which
allow both buyers and sellers to engage in “anytime, anywhere” transactions via
multichannel media.
Third is the leveraging of predictive and other forms of data and the interactive
nature of digital communications to create a host of sophisticated online
marketing formats offering personalized, ubiquitous, and often purposely
“immersive” applications used by the financial services industry.53

As we have previously discussed, online lenders are relying on traditional online and
offline channels to identify new customers. As one industry observer explained,
“marketplace lenders, like banks before them, are exploring every available channel and
generally spending more to find borrowers than ever before,” using “paid search
placement and agencies” to identify and target prospects. As with mainstream banks, a
number of marketplace lenders “have teams of people” to manage the search marketing
process. They are using “third party sites” to find leads as well, through forms of affiliate
and lead-generation marketing.54 Affiliate marketing by the online lending industry,
including for loans for education and autos, should be further analyzed by Treasury and
other regulators to address issues of fairness, transparency, and privacy.55
Companies such as SoFi rely on “multi-touch email campaigns to drive acquisition, cross
sell and engagement.” Various digital strategies are used by SoFi and others to help
“nurture” applicants as they interact with their websites and social media content.56
Another educational lender—CommonBond—relies on paid search, search engine
optimization, affiliate marketing, online display ads, and direct mail to acquire its “target
audience of grad school alums of specific programs and current graduate school
students.”57
Lenders utilize databrokers to profile prospects, including conducting a “household
analysis” to determine what kind of banking products could be offered.58 Prosper uses
direct mail and online marketing techniques that include “audience optimization and data
analytics.”59 Online lenders work with digital marketing agencies, some of which
specialize in serving that market, to develop lead-generation capabilities, social-media
outreach, and measurement analytics.60 For example, peer-to-peer lender Prosper’s
affiliate program enables third-party sites to sign up to get “high payouts for leads with
tiered bonuses” ranging from $100-$150 for a borrower to a $50 payment if they secure a
“lender lead.” Prosper provides “over 75 banner and text ads” that affiliates can run,
which are linked to “different landing pages geared toward specific loan purposes.”
Affiliates are sites that offer advertising and can be a blog, email services, etc., and are
provided a “unique tracking link” so that a consumer is identified as being referred by a
particular affiliate.61 Prosper’s digital strategies include using marketing analytics to
“identify new audiences and segments” and engaging in “cross-channel creative testing”
related to segmentation targeting.62 Prosper works with digital marketing company
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Impact Radius on its affiliate program, which engages in a wide range of data analytics
that illustrate how the privacy and consumer protection issues are raised by the use of
digital marketing.63 Other online lenders also have affiliate programs.64
Avant Credit Corporation, which “focuses on middle income consumer lending” (and
which was co-founded by the former head of payday lender Enova), uses search-engine
marketing, social-media advertising, and a broad range of digital analytics and
optimization strategies to “drive high quality conversions” as part of its acquisition
initiatives. Email, mobile apps, and direct mail are also used.65 Mortgage online lender
Realty Mogul acquires new customers via “online, print advertising, PR, and
content/email marketing to generate leads,” as well as search-engine marketing utilizing
“page keyword analysis efforts, identification and sourcing of key influencer(s) … .”66
USPIRG and CDD have previously written on the ways firms are replacing leads derived
from the Fair Credit Reporting Act’s regulated pre-screening mechanism with a
purportedly unregulated web-enabled targeting system characterized by databrokers, lead
generators, and e-scorers.67 Regulators need to examine the practices carefully to ensure
compliance with laws. Even if the practices are nominally compliant, moving from a
system, under FCRA, where the sharing and uses of financial profiles are strictly limited,
to one where financial information is just one more element—although the core
element—in a system of “secret-sauce” decision-making means consumers have fewer
protections. The changes diminish transparency and other consumer protections that have
historically accrued to financial information for decision-making, and thus deserve strict
scrutiny.

6. How are borrowers assessed for their creditworthiness and repayment ability?
We worry about the inclusion of racial and ethnic information and inferences that can be
made that may discriminate against potential borrowers.68 As we stated in the last
paragraph of our response to Question 5, firms are replacing leads derived from the Fair
Credit Reporting Act’s regulated pre-screening mechanism with an unregulated webenabled targeting system characterized by databrokers, lead generators, and e-scorers.
The changes diminish transparency and other consumer protections in the use of financial
information for decision-making and deserve strict scrutiny. If underwriting is also based
on these same, largely unregulated targeting techniques used to find leads, there would be
real questions raised. Treasury needs to look at the “secret sauce” of the firms’ black-box
algorithms to ensure that creditworthiness and ability to repay are based on appropriate,
legal models, not alternative scoring systems that may not treat consumers fairly, or may
serve as proxies for prohibited practices that threaten discrimination for protected classes.

9. What role should the Federal Government pay in prudential and securities
regulation?
Online lenders require a coherent and effective form of regulation. Given their growing
role providing financing in the areas that are critical to consumer welfare—such as
education, autos, and home mortgages—online lenders need the same analysis and
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oversight required of the traditional lending industry. The cost advantages that online
lenders now enjoy because they do not have to demonstrate the range of regulatory
compliance as their competitors is far outweighed by the need for Treasury and other
financial regulators to protect the public from practices that could harm their economic
security.
Treasury should work with other regulators and propose a new privacy framework to
govern online financial services. Consumers require that their data be truly safe, and that
they are able to make decisions about who can access or use that information. The roles
that privacy policies play for online lenders are generally inadequate forms of protection.
For example, online college loan lender Earnest says on its “how it works” webpage that
“We do not sell your information. To complete your loan requests we may need to share
information provided by you with our partners so that they can perform the requested
services, but your information is never for sale. For more details, please see our Privacy
Policy.” Few consumers, of course, ever actually read or can understand privacy policies,
as research demonstrates.69 In the case of Earnest, if one clicks on the privacy policy link
one will learn that the company has relationships with third parties such as advertisers
that can gather a consumer’s data—and that the process for an individual to learn about—
let alone stop—such a practices is both arcane and cumbersome. At the privacy page
visitors will learn that:
Earnest may allow third-party advertisers to use cookies on the Earnest site to collect the
same type of information for the same purposes as Earnest does for itself. They may be
able to associate the information they collect with other information they have about you
from other sources. We do not necessarily have access to or control over the cookies they
use, but you may be able to opt out of some of their practices by visiting the following
links: Network Advertising Initiative, Omniture, Aperture, Digital Advertising Alliance,
and PrivacyChoice. Opting out does not prevent the display of advertisements to you.
Earnest may also use certain remarketing services to advertise on third-party websites to
previous visitors to our site. This means that we may advertise to previous visitors who
haven’t completed a task on our site (like completing a loan application). This could be
in the form of an advertisement on a search results page, or a site in the network of our
remarketing partners… We may also outsource some of Earnest’s functions to third-party
providers, such as data storage providers, platform administrators, credit bureaus,
collection agencies, loan servicers, payment processing functions, and/or other services.
We may share information from or about you with these third-party providers so that they
can perform the requested services or complete your requests. 70

Other lenders and those providing online financial services also engage in data practices
that require transparency and regulation. For example, many consumers use Paypal,
which is both a lender and also a payment network.71 But consumers are unlikely to know
that PayPal also operates a “Media Network” where they can be targeted “across mobile,
online and offline properties,” including when using PayPal’s own services—or that it
partners with leading databrokers such as Axciom.72 Online lenders, such as eLoan, are
using state-of-the art online data-targeting applications—called programmatic
advertising. 73
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These are merely a few examples of data-gathering and use practices from the online
lending sector that illustrate why protecting consumer and applicant privacy for digitally
based financial services should be a priority for Treasury and other regulators.
10—Should lenders have “skin-in-the-game”?
We concur with the detailed comment of Americans for Financial Reform in this docket.
Excerpt:
“Those marketplace lenders who are funded through their own balance sheets and
significant amounts of their own capital do of course have ‘skin-in-the-game’ and
have incentives to properly monitor borrower ability to pay. However, potentially
serious prudential concerns exist with regard to online platforms which are funded
through lender purchase of pass-through notes intermediated by the platform,
lines of credit from external financial institutions, loan sales, or other
arrangements in which the final investor may find it difficult to properly monitor
underwriting. In addition, even those marketplace lenders with balance sheet
capital do not face minimum capital requirements applied to banks.”
14. What are other key trends and issues that policymakers should be monitoring as
this market continues to develop?
Data security is a critical issue for both online lenders and their consumer and smallbusiness borrowers. As Treasury knows, the massive amounts of data gathered daily on
Americans—including highly personal and sensitive data—are increasingly vulnerable to
cyber threats. While no means a unique issue for online lenders and other financial
services companies, the capability of online lenders to robustly protect consumer and
other borrower data must be ensured.74 “Cloud” computing services and the safeguards
used by online lenders and their vendors is an area that requires review. Treasury should
work with other regulators to review the data-security practices of the online-lending
sector and publicly report whether its practices are sufficiently robust.75
Online lenders, as well as the wider financial services industry, are rapidly developing
their platforms for mobile devices. As the key digital communications platform, mobile
phones are becoming the place where consumers and other borrowers seek and apply for
loans and credit. Mobile platforms are purposely designed and tested to take advantage of
their smaller screen size in order to facilitate business goals—such as encouraging a
person to provide personal data or submit an application. The limitations of the mobile
screen’s ability to provide easy-to-read and accessible information on terms and
conditions, combined with a purposeful UX interface design strategy to generate
applications, is an important “digital trust” issue that Treasury should address.76
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